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HOW DOES IT WORK? 



The Question 

• Surface Web (tenths of one percent) vs. Deep Web 

 

• Dark Web 
• Part of the Deep Web 

• Part of the darknet 

 

• Drugs, fake documents… 

 

• How is it possible, that it works? 



 



Prediction from 1998 

• Tom Bell, 1998: we can expect to see polycentric law in the new millennium in 
three areas:  

 
• Alternative dispute resolutions, 

• Private communities and  

• Internet 



The Dark Web: How? 

 

• P2P connection 

• Cryptocurrencies 

• Special browser 
• Invitation 

• Information 

• Cryptography 

 

 

 

 



Silk Road 

• 2011 

• Dread Pirate Roberts (Ross Ulbricht) 

• $1.2 billion in revenues and $79.8 million in commission 

• closed by authorities in October 2013  

 

• Silk Road at the end of 2013 provided more than 13 000 listings and together with 
other Dark Markets listed over 18 000 products.  

• It took only a year to increase this number to 65 000 products.  

• After Silk Road Dark Markets grew bigger, not the opposite. 

 



 



Information assymetry 

• You know what you buy! 

 

• No dealers 

 

 



Ross Ulbricht 

• Money laundering 
Computer hacking 
Conspiracy to traffic narcotics  

 

• Life imprisonment without possibility of parole (May 29, 2015) 



 



New Dark Markets (2015) 

• in two years after Silk Road a total of 85 Dark Markets were established.  

• Six of them them were closed by the government (Silk Road, Silk Road 2.0, Blue 
Sky, TorBazaar, Cloud Nine and Hydra),  

• ten were closed by hackers,  

• twenty-two Dark Markets were closed voluntarily with a possibility to withdraw 
deposited cryptocurrency, 

• twenty-one Dark Markets were robbed by the site operators,  

• twenty-six Dark Markets has been in online. 

 



EVOLUTION 



Silk Road Security 

• A single server with no decentralization 

• Potentially vulnerable PHP application 

• No 2FA 

• No multisig 

• No true anonymous cryptocurrency support 

 

 

• After Silk Road Dark Markets are not only bigger, but more secure 

 



Today? 

• White House Market 

• Monopoly 

• Versus 

• Torrez 

• World Market 

• Aplhabay (!!!) (DeSnake launched 8/21) 

 

• Vendor Shops 



Evolution 

• 1) Ethical background 

 

• 2) Alternative dispute mechanism 

 

• 3) Technological progress 



Ethical background 

• “Now, my goals have shifted. I want to use economic theory as a means to abolish the use of 
coercion and aggression amongst mankind… The most widespread and systemic use of force is 
amongst institutions and governments, so this is my current point of effort. The best way to 
change a government is to change the minds of the governed, however. To that end, I am 
creating an economic simulation to give people a first-hand experience of what it would be like 
to live in a world without the systemic use of force.” 

• -- Ross Ulbricht 

 

• „Hitmen will never be allowed, as we don’t want this kind 
 of attention. We don’t allow services that are here only  
to hurt people, like hitmen“ 

• -- alpha02 



But… 

• Still some child porn, zoofilia, crushing, rape and others… 

• Porn agains your will 

• Crowdfunding of child porn (3+) (scam? 2014) 

• Snappening (2014) 

 

 

 

 

 





Rather not… 



Australian Police 

• Argos 

• The Love Zone (Richard Huckle) 

• 6 months of uploading by the police 

• Successful, but… 

 

• What happened to Huckle?  



Lot of Scams 

• Murders (100% scam) 

• Snuff (100% scam) 

• Redrooms (100% scam) 

 

• Terorrism (?) 

• Hacking (?) 

 



Even here some ethical background… 

• Anonymous Operation Darknet 2011 

• Anonymous 2017 the same 

• Snappening 

• Bitcoin is not anonymous… 



Alternative dispute mechanism 

• Before: Escrow or Finalize Early 

 

• Arbitration 

• Digital contracts 

 

• 2-of-3 multisignature 

 

 

• Current arbitraging system (International law) 

• Historical dispute mechanism 



Technological progress 

• Mixing coins and anonymous coins 

• Currency-accounts (hedging) 

• 2FA 

• Password recovery (mnemonic phrases) 

• DDoS security 

• PGP 

• User innovations 

• I2P 

• Full decentralization 

• Dead Drops 



 



 



Free market experiment? 

• 1) Ethical background 
• Can it work without it? Possibly but it would be slower. 

• Buuuuuuuut! 

 

• 2) Alternative dispute mechanism 
• Combination of technology and private law solutions 

 

• 3) Technological progress 
• Competition 

• No Dark Market monopolies (only temporary based on innovation) 
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Urza vzkazuje! 

• První středu v listopadu bude přednášet Tereza Urzová o založení politické strany, 
která se však neuchází o hlasy a odmítá politické funkce. 

 

Středa 3. listopadu 

v 19 hodin v (de)Centrále 

 


